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Improved Access to Secure Human Genetic Data

Data Storage

Data Is individually encrypted in a format that allows direct
random access and indexing. Even very large files can be
accessed efficiently; only the required section of the file needs to
be decrypted.

Op enID Data Security

« Data Access Permissions are centrally maintained by
| the EGA In secure databases.

« Data access is made available by OpenID
Connect/OAuth2 server, which is backed by EGA DB.

Individual encryption allows files to be stored in potentially insecure storage » |dentity and Authorization can be Federated

locations, lowering cost and increasing flexibility.
« Secure Data Storage in the Cloud

» Secure Data Storage on Disk { } » Download Re-Encrypting Whole Files
API * List Permissions
Data Access AP . List File Details

(et restricted Metadata

 Portable » Containerized: Flexible Deployment

* Cloud-Ready
e Secure

« REST API calls

« Streaming File Transfer

* Whole file / Random Access Downloads
 GAA4GH htsget Genomic API Access

 Direct Connection with Genome
Browsers

 FUSE Layer Front Ends
« Data Replication Interfaces

RESTful API GA4GH htsget FUSE Layer
* Advanced Genomic Queries and * Access Archived Data as a POSIX-

Data Access Models

* Programmatic Access

* Flexible

« API Developed to support
multiple diverse secure
access models

RD Connect CSC Finland: * Functionality supports many use cases
Data Acce SS U Se « Submit relevant project data to EGA for Archiving « Cache EGA Archive Data locally * API is flexible/dynamic (built as a set of
» Visualize in GenomeMaps Genome Browser » Shared Access to Common Data Cache to CSC Java Spring based Microservices)
C asSes  Access Genomic Data via GA4GH htsget AP users Adaptable to User Cas.es
- Real-time visualization - FUSE Layer Mounted in Secure VMs for Analysis * Can be encapsulated in Docker
containers; can be deployed in Docker
Swarm)
Your User Case? * APIis portable and can be installed locally
or in Cloud
--. 1IN i i EXCELENCIA s3s o® ol Barcelona Universita . - ==
h? GENOME-PHENOME \ Lf_\c - L g: '(!_:Ea"taa'ff.?ya Eiﬁi R . o Pirffgm] ?%%‘('EHESE RS ' excelerate El%‘ CC Supercomputing upf. E?;?E;?:::E;bm INB o RDE?‘ Connect European Molecular Biology Laboratory WWW.e ga-archiv e.org
ARCHIVE csc Reguistion Centro Nacional de Supercomputacicn European Bioinformatics Institute ] ' .
European Genome-phenome Archive (EGA) at EMBL-EBI is supported by European Molecular Biology Laboratory, the Wellcome Trust, and the UK Medical Research Council. The EGA is supported by ELIXIR; Work supported by ELIXIR-EXCELERATE, funded by the European Commission within the Research Infrastructure programme of Horizon 2020, Wellcome Trust Genome Campus ega-hE| pdesk@ebl.ac. U k
grant agreement number 676559, the Wellcome Trust grant numbers WT201535/Z/16/Z, ELIXIR, the research infrastructure for life-science data, and the European Molecular Biology Labpratory. "The research leading to these results has received funding from the the European Community’s Seventh Framework Programme (FP7/2007-2013 under the grant Hinxton .
agreement number 305444 — the RD-CONNECT project. The EGA-CRG implementation has been funded and is supported by the Spanish Ministerio de Economia y Competitividad, through the program Centros de Excelencia "Severo Ochoa"; the Instituto de Salud Carlos Il through the National Institute of Bioinformatics, one of the Plataformas . i , @ EGAa rCh IVE
Tecnoldgicas de Apoyo a la Investigacion en Ciencias y Tecnologias de la Salud; and the Obra Social "la Caixa". The Generalitat de Catalunya contributes with funding to the CRG and to the Barcelona Super Computing Centre (BSC). Cambridgeshire, CB10 15D



